PONDICHERRY ENGINEERING COLLEGE, PUDQG6EBRY
CURRICULUM AND SYLLABI FOR AUTONOMOUS STREAM

M.TECH. (INFORMATION SECURITY) COURSES
(FOR STUDENTS ADMITTED FROM ACADEMIZDYEARONWARDSS

CURRICULUM
| SEMESTER
Subject _ Periods Marks* _
Name of th
Code ame of the Subject Category T T TP caAl SET T Credit
csi62 | Mathematical Foundations of Informatior TY 3l 1 1-1a0! 60! 100 4
Security
CS163 | Advanced Data Structure and Algorithms TY 3] 1 - | 40| 60 | 100 4
CS164 | Security Threats and Trusted Computing TY 3] 1 - | 40| 60 | 100 4
CS165 | Secure Software Engineering TY 311 - | 40 | 60 | 100 4
Electivel TY 3| 1 - | 40 | 60 | 100 4
Electivell TY 3| 1 - | 40 | 60 | 100 4
CS166 | Information Security Ladyatory-| LB - - 3| 60| 40 | 100 2
Total Credits 26
Il SEMESTER
Subject . Periods Marks* :
Subject Catego Credit
Code : Y T T [P cAlSEl ™
cs167 | Security Standards and Information TY 3 1 -1 20 | 60 | 100 4
Security Management
CS168 | Applied Cryptography TCM 3 - 2| 50 |50 | 100 4
Electivelll TY 3 1 - 40 | 60 | 100 4
ElectivelV TY 3 1 - 40 | 60 | 100 4
ElectiveV TY 3 1 - 40 | 60 | 100 4
ElectiveV TY 3 1 - 40 | 60 | 100 4
CS169 | Information Security Ladratory-I| LB - - 3 | 60 | 40 | 100 2
CS159 | Research Methodology PR - - 3 | 100 | - 100 1
Total Credits 27




Il SEMESTER

Subject _ Periods Marks* _
Ny Subject Category Credit
Code L T P| CA| SE| T™M

CS170 | ProjectWork Phase)l PR - - - 150 | 150 | 300 9

Total 300 9

IV SEMESTER
i Periods MARKS*
Subject Subject Category Credit
Code L| T|P| CA| SE| T™
CS171 | ProjectWork Phase PR - | - | -1 200 | 200 | 400 14
i Professmngl Development Course PR i -1 - | 200 i 200 2
(2 one credit courses)
Total Credits 16

A representative list dProfessional Development Courgegiven belowLimited toone credij:

a) Industrial Training

b) Specific Field Knowledge Training
¢) Seminar related with directed study
d) Paper Publication in SCI Journals

# CAc Continuous Assessmer8F, Semester ExaminatioM ¢ Total Marks
* TY¢ Theory LB¢ Laboratory TCMc Theory with a Mini Project,PR¢Practice




LIST OF ELECTSVE

Subject

9.No. Codo Subject Category
1. CSE67 Internals of Operating System TY
2. CSE68 Distributed System Security TY
3. CSEG9 Ethical Hacking TY
4, CSE70 Embedded Systems TY
5. CSE71 Information Theory and Coding TY
6. CSE72 Digital and Cyber Forensics TY
7. CSE73 Mobile Wireless Security TY
8. CSE74 Security Assessment and Verification TY
9. CSE75 Internet Security Protocols TY
10. CSE76 Network Security Essentials TY
11. CSET77 HumanAspects in Information Security TY
12. CSE78 Game Theory TY
13. CSE79 Database Security and Auditing TY
14, CSES80 Intelligent Systems TY
15. CSES81 Cloud and Bifpata Security TY
16. CSEB82 Data Hiding and Biometric Security TY
17. CSES83 Intellectual Property Rights TY
18. CSE84 Information Security Policies TY
19. CSES85 Secure Coding TY
20. CSE86 | Web Application Security TY




SYLLABUS (Core Subjects)




Department :Computer Science and Engineering Programme:M.Tech. (Information Security)

Semester One Category TY
. . Hours / Week Credit | Maximum Marks
SubjectCode | Subject 3 T P C CA SE] T™
CS162 Mathemgtlcal Fou_ndatlons of 3 1 i 4 40 60 | 100
Information Security

Prerequisite -

9 Toprovide concepts of security and mechanisms

Objectives . L . . :
) 9 To learn mathematical background foundation insight of information security
On successful completion of the course, the students will be able to:
Outcomes 1 apply the concepts in the implementation of security issues

1 mathematicaly prove the efficiency of the cryptography algorithms
9 perform crypt analysis

UNITG | Hours: 09

¢C2LIA0A Ay StSYSyidl NE vy dzvdiSeNdstindes folNddilvg atithmetiy dvisibility yahd
the Euclidean algorithng Congruences: Definitions and properties linear congruences, residue class
9dzZ SNDa ¢ B & NI F a2 i A RgyThinés&Remainded e e Applications to factoringg
finite fields ¢ quadratic residues and reciprocity: Quadratic residyksgendre symbaj Jacobi symbol.

UNITC Il \ | Hours: 09

Simple Cryptosystems: Enciphering Matrices Encryption Schemes¢ Symmetric and Asymmetr
Cryptosystemg; Cryptanalysig; Block cipherg;Use of Block Cipheis Multiple Encryptiong Stream Ciphers,
Affine cipherg Vigenere, Hill, and Permutatidipherg Secure Cryptosystem.

UNITG Il | | Hours: 09

Public Key Cryptosystems: The idea of public key cryptoggaphg DiffieHellman Key Agreement Protog
- RSA CryptosystemBit security of RSAEIGamaEncryption- Discrete Logarithn, Knapsack probleng Zero
Knowledge Protocolg From Cryptography to Communication SecwiDplivious Transfer.

UNITG IV \ | Hours: 09

Primality and Factoring: Pseudoprimesii K S NK 2 ¢ Bormat fachi&atign2aRd factor baseshe
continued fraction method the Quadratic Seieve method.

UNITQ V \ | Hours: 09

Number Theory and Algebraic Geometry: Elliptic cugvbsasic factsg Elliptic Curve Cryptosystem&lliptic
Curve Primality TestElliptic Curve Factorization.
(*Theorem Proofs are excluded from all the units in this course of study)

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. Neal Koblitz, A Course in Number Theory and Cryptograptsditon, Springer, 2002.
2. Johannes A. Buchman, Introduction to CryptograpfyEgition, Springer, 2004.

Reference Books:

1. Serge Vaudenay, Classical Introduction to Cryptogrgphgplications for Communication Security,
Springer, 2006.

2. Victor Shoup, A Computational Introduction to Number Theory and Algebra, @garibniversity
Press, 2005.

3. A. Manezes, P. Van Oorschot and S. Vanstone, Hand Book of Applied Cryptography, CROPress,

4. S.C. Coutinho, The Mathematics of Cipleeiluimber Theory and RSA Cryptography, A.K. Peters, Nati
Massachusetts, 199

Websites:-




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester One Category TY

Hours / Week | Credit Maximum Marks
L T P C CA SE| T™M

SubjectCode | Subject

CS163 Advanced Data Structuand Algorithms 3 1 - 4 40 60 | 100

Prerequisite

1 To learn technigues for designing algorithms using appropriate data structures
Obiecti 1 To develop the data structures for implementing the algorithms
jectives ) : o e , .
9 To identify a problem and analyze it in termsitsfsignificant parts and the informatio
needed to solve it
On successful completion of the course, the students will be able to:
1 Familiarize the student with good programming design methods, particularly T
Down design
Outcomes 1 Develop skills ofdesign and analysis of algorithms in program development a

organization
1 Solve problems using different data structures and design techniques, and comj
their performance and tradeoffs
1 Prove correctness and analyze run time complexity of algorithms

UNITG | Hours: 09

Mathematical Induction- Asymptotic Notations¢ Algorithm Analysiss NPHard and NP Completeness
Recurrence Equations Solving Recurrence EquatiogdMemory Representation of Mulilimensional Arrays,
TimeSpace Tradeoff.

UNITC Il \ | Hours: 09

Heapsort¢ Quicksortg Topological sort Sorting in Linear Timg Elementary Data Structures Hash Tableg
Binary Search TreesAVL Treeg RedBlack treesc Multi-way Search Trees B-Trees Fibonacci Heapg van
Emde Boas TreesDataStructures for Disjoint Sets.

UNITG Il | | Hours: 09

Divideand-Conquer¢ Greedyc¢ Dynamic Programming Amortized Analysis Backtracking; Branchand-Bound
techniques.

UNITG IV \ | Hours: 09

Elementary graph AlgorithmsMinimum Spanning TreasSingleSource Shortest Pathall- Pairs Shortest Pathgs
Maximum Flow Multithreaded Algorithms.

UNITQ V \ | Hours: 09
Linear programming, Polynomials and FFETNumberTheoretic Algorithmg NRCompletenesg Approximation
Algorithms.

Total contactHours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. Thomas H. Coreman, Charles E. Leiserson, Ronald L. Rivest and Clifford Stein, Introduction to Algq
PHI, 3rd Edition, 2010.
2. G. Brassard and P. Bratléyygorithmics: Theory and Practice, Printiddall, 1997.

Reference Books:

1. E. Horowitz, S.Sahni and Dinesh Mehta, Fundamentals of Data structures in C++, Uiversity Press, J
2. E. Horowitz, S. Sahni and S. Rajasekaran, Computer Algorithms/C++, 2nd Bditiersity Press, 2007.
3. Alfred V. Aho, Jeffrey D. Ullman, John E. Hopcroft, Data Structures and Algorithms, Addison Wesle

Websites:

1. http://nptel.ac.in/courses/106102064/
2. http://www.radford.edu/~nokie/classes/360/




Department :Computer Sciencand Engineering Programme M.Tech. (Information Security)

Semester One Category TY

. . Hours / Week | Credit| Maximum Marks
SubjectCode | Subject 3 T P C CA T SET ™

CS164 Secuity Threats ad Trusted Computing 3 1 - 4 40 60 | 100

Prerequisite -

1 To introduce the various types of threats to security, approaches for threat mod
and threat containment.

Objectives 1 To familiarize the vulnerability scanning process and the tools available.
1 To introduce the concept dfrustedComputing
Onsuccessful completion of the course, the students will be able to:
Outcomes 1 Understand the various threats to security and their relation to vulnerabilities.

1 Perform threat modeling to identify, prioritize and mitigate threats.
1 Understand the operation ofrustedComputing

UNITG Introduction | Hours: 09

Sources of security threatsMotives¢ Consequences of ThreatsTarget assets and vulnerabilitiesVulnerability
Assessment Vulnerability Assessment ToajsVulnerability Databases Network Scanning Toolg Penetration
Testingg Insider Threatg Environmental Threats.

UNITG Il | Network Security Threats | Hours: 09

Worms, Spams, Ad ware, Spy ware, Trojans and covert channels, Backdoors, Bots, Spoofing Attack
Hijacking,Computer Sabotage, DoS and DRoSharming Attackg Phishingg Buffer Overflowg Format String
Attacksg Cross- Site Scripting; Cross Site Regst Forgery; SQL Injectiog Wardialingg WarFlyingg Wardriving
¢ War Chalking, Network ReconnaisaneggCloud Threats.

UNITG Il | Threat Modeling | Hours: 09

Approaches to threat modeling Threat Identificatior; STRIDE methoglAttack Treeg, Managing anddddressing
Threatsg Threat Elicitation Approache&sThreat Prioritizatiorg Threat Modeling Tools.

UNITG IV | Trusted Computing | Hours: 09

Introduction to Trusted Computing Secure Co processorsCryptographic accelerators Dongles¢ Trusted
platform modules; Motivating scenarios.

UNITQ V | Design Goals and Implementation | Hours: 09

Design gol of Trusted Computing modulesTrused computing and Secure Storagdrusted Compting and
Secure Identificatiogq Administration of Trusted Devices.

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. John Vacca, Managing Information Security, 2 nd Edition, Syngress, 2014.

2. Adam Shostack, Threat Modeling, Designing for Security, John Wiley and Sons, 2014.

3. David Challener, Kent Yoder, Ryan Catherman, David Safford, Leendert Van Bderactical Guide t
Trusted Computing, Pearson Education, 2007.

Reference Books:

1. ECCouncil, Network Defense: Security Policy and Threats, Cengage Learning, 2010.
2. SeanSmith Trusted Computing Platforms: Design and Applications, Springer Sciencan&sBudedia,
2006.

Websites:

1. http://www.webroot.com/us/en/home/resources/articles/pesecurity/computersecuritythreats-hackers
2. https://msdn.microsoft.com/enus/library/cc723507.aspx
3. https://lwww.uts.sc.edul/itsecurity/threats.shtml




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester One Category TY

. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS165 Secure Software Engineering 3 1 - 4 40 60 | 100

Prerequisite -

1 To understand the security concerns that need to be taken care in every phase
Objectives software development
 To understand how the security requirements are incorporated into software syster,

On successful completion tife course, the students will be able to:

Outcomes 9 appreciate the importance of security considerations in software engineering
9 design and develop secure software systems
UNIT¢ I Introduction to Secure Software Engineering \ Hours: 09

Security Issues in Software Software Assurance and Software Secugtyhreats and Sources of Softwa
Insecurity¢ Benefits of Detecting Software Security Defects Earfanaging Secure Software Developmen
Defining Properties of Secure Softwarklow to Influence, Assert and &pfy Desired Security Properties.

UNITc Il \ Requirements Gathering for Secure Software \ Hours: 09

Introduction ¢ Misuse and Abuse Case3he SQUARE Process Mag8IQUARE Sample Outpgt®equirements
Elicitation¢ Requirements Prioritization.

UNIT¢ Il | Secure Software Architecture and Design | Hours: 09

Software Security Practices for Architecture and Design: Architectural Risk Ag&@gfiware Security Knowledg
for Architecture and Design: Security Principglé®ecurityGuidelinesand Attack Patterns.

UNITC IV | Secure Coding and Testing | Hours: 09

Code Analysig Coding Practiceg Software Security Testing Security Testing Considerations Throughout
SDLC.

UNITq V \ Security¢ Complexity and Management for Secure Software \ Hours: 09

Security Failureg Functional and Attacker Perspectives for Security Anaty§gstem Complexity Drivers ar
Security¢ Deep Technical Problem ComplexityGovernance and Security Adopting an Enterprise Softwal
Security Frameworg Required Level ofe8urity ¢ Security and Project ManagemenMaturity of Practice.

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. Allen Julia H, Specifications of Software Security Engineering: A Guide for Project Managers, SE
Software Engineering, Addisdesley Professional, 2013.

Reference Books:

1. Mouratidis HaralambgsSoftware Engineering for Secure Systems: Industrial and Research Persp
Premier Reference Source, |Gl Global, 2011.

Websites:

1. www.sis.pitt.edu/jjoshi/Devsec/secureSoftware.pdf
2. http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalapplications/securesoftware-
engineering/securssoftware-engineeringinitiatives/L3SSE__ Final_Report_13May2011.pdf




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester One Category LB

: . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS166 Information Security Laivatory ¢ | - - 3 2 60 40 | 100

Prerequisite -

Objectives 1 Toinculcate logical and practical thinking towards security problem solving

1 To gain a hands cgxperience of cryptographic algorithms

 Tolearn a hands on experience of threats and attacks

Outcomes

On successful completion of the course, students will be able to:
1 Implementcryptographic algorithm# solve specified problems
1 Solve Security Problem for the industry
9 Have the programming skills in the aspects of security

Cycleg |

| Hours: 30

Any Ten of the following exercises have to be Implemented

. Implementation of AccesSontrol List
. Develop an application which should include authentication, authorization and access control mech
. Implement Elliptic Curve Cryptosystems

. ImplementRSA Cryptosystem

. Implement the DiffieHellman Key Agreement Protocol
. Implement ZereKnowledge Protocol

16.

Understanding of cryptographic algorithms and implementation of the same in C or C++
Performance evaluation of various cryptographic algorithms

lllustrate Intrusion Detection anilPS

Program to implement AVL tree

Program to implemenDynamic Programming.

To verify the integrity of the message using Digital signature.

Penetration Testing and justification of penetration testing through risk analysis
Password guessing and Password Cracking

Configuring S/MIME for-enail communication

Implement Oblivious Transfer

Cyclec Il

\ | Hours: 15

17.

Any Five programs related to concern electives offered in this semester need to be implemented.

Total contact Hours: | Total Tutorials:- | Total Practical Classes: 45| Total Hours: 45




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester Two Category TY
. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS167 Secur!ty Standards aridformation 3 1 i 3 40 60 | 100
Security Management

Prerequisite: -

1 To compile, analyze, and assess the applicability of best practices in addn
information security issues
1 To integrate principles and techniques of risk analysis, prakecining and ethics in th

Objectives development of information security strategies
1 To understand the security standards, laws and policies and practice in inform
security
On successful completion of the course students will be able to:
1 Design information system with high level of security by planning and risk assessm
Outcomes 1 Have_knowledge on security standards, laws and policies and practice in inforn
security
1 Design information security by developing the Security Program using Mameage
Models
UNITG Introduction | Hours: 09

Introduction to the Management of Information SecurityPrinciples of Information Security Management
Applying Project Management to SecurityProject Management Toolg Planning for SecurityThe Role of
Planningg Precursors to PlannigStrategic Planning Information Security Governangdnformation Security|
Policy, Standards, and PracticgRlanning for Information Security ImplementatigrPlanning for Contingencie
Fundamentals of Comtgency PlanningComponents of Contingency Planningusiness Resumption Planning
Testing Contingency Plans.

UNITC Il | Security Policy and Standards | Hours: 09

Information Security Policy: Enterprise Information Security PqlisgueSpecificSecurity Policg SystemSpecific
Security Policg Guidelines for Effective PoligySecurity Standards: Overview of ISO 17799/1SO 27001 Stangd
System Security Engineering Capability Maturity Model-(38H) ¢ Information Systems Security Certificatio
and Accreditation NIST SP 80 NSTISS Instructid®00, ISO 27001/27002 Systems Certification and
Accreditationc Emerging Trends in Certification and Accreditation.

UNIT¢ I \ Risk Management and Auditing for Security \ Hours: 09

Overview of RiskManagement:ldentifying Riskq Assessing Risk Controlling Risk Risk Control Strategieg
Selecting a Risk Control StrategyQuantitative Versus Qualitative Risk Control Practicdglanaging Rislc
Feasibility and Codenefit Analysis; Recommended Ris€ontrol Practices; Introduction to Security Audits
Need for security audit§ Organizational roleg ! dzR A i 2 NI¥ypes NiBséc&ity audits Audit approaches;
Technology based audits.

UNIT¢ IV \ Information Security Management in Organizations \ Hours: 09

Developing the Security Program: Organizing for Secgitlacing Information Security within an Organizat®o
Components of the Security Progragrinformation Security Roles and Titlesmplementhg Security Educatior]
Trainingand Awarenes®rogram¢ Security Management Model8lueprints, Frameworks, and Security Model
Access Control Models Security Architecture Modelg Security Management Mode{sSecurity Managemen
Practices:¢ Benchmarkingg Performance Measures in InformatioBecurity Management¢ Personnel ang
Security: Staffing the Security Functiginformation Security Professional CredentiglSecurity Consideration
for Nonemployeeg Employment Policies and Practices

UNITQ V | Law, Ethics andlaintenance | Hours: 09

Legal, Ethical, and Professional Issues in Information Security: Information Security and thedvesvand Lega
Framework for Information Security Indian IT Agt Indian Copyright Act HIPAA of 1996, GLBA of 1999, 3
FISMA Actg; U.S. Lawg; International Laws and Legal BodieEthics in Information SecuritgProfessiona
Organizations and their Codes of Ethidmformation Security Maintenanc&ecurity Management Maintenand
Models¢ Digital Forensics.

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:




1. Nina Godbole, Information Systems Security: Security Management, Metrics, Frameworks arj
Practices, First Edition, Wiley India Pvt Ltd, 2008.

2. Michael Whitman and Herbert MattordVlanagement of Information Security, Fourth Editi@engage
Learning2014.

Reference Books:

1. Michael Whitman and Herbert Mattord, Principles of Information Security, Fifth Ediengage Learning
2015.

2. Harold F. Tipton, Information Security Managerhelandbook, Sixth edition, CRC Press, 2012.

3. Thomas R. Peltier, Information Security Policies and Procedures, 2nd Edition, Auerbach Publicatior]

Websites:

1. http://www.cert.org/octave/

2. http://www.isaca.org/

3. http://csrc.nist.gov/publications/nistpubs/800/sp80G30.pdf

4. http://csrc.nist.gov/publications/nistpubs/80.2/800-12-html/chapter18.html




Department :Computer Science and Engineering Programme M.Tech. (InformatiorSecurity)

Semester Two Category TCM
. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS168 Applied Cryptography 3 - 2 4 50 50 | 100
Prerequisite -
1 To understand the various cryptographic concepigiorithms and various methods
analysis of the cryptographic algorithms
Objectives To understand the underlying mathematical structures of cryptographic algorithm

1
1 To get an overview of the various applications of the cryptographic algorithmsg
implement them inmini project

On successful completion of the course, the students will be able to:
1 Understand the theories and concepts of Cryptographic

Outcomes 1 Understand the Cryptographic Techniques

1 Design the Cryptographic Algorithms

1 Apply Cryptographic Algorithnis real world problems

UNIT¢ | Cryptographic Protocols \ Hours: 09

Foundationsg Protocol Building BlocksBasic Protocols Intermediate Protocols; Advanced Protocols Zerc
Knowledge ProofsZeraKnowledge Proofs of Identifglind Signaturesidentity-Based Publi&ey Cryptography
Oblivious TransferOblivious SignaturesEsoteric Protocols.

UNITG II | Cryptographic Techniques | Hours: 09

Key Length Key Management Electronic Codebook ModeBlock Replay Cipher Block Chaining Mod&tream
Ciphers- SeltSynchronizing Stream CipherLipherFeedback Mode Synchronous Stream Cipherutput
Feedback Mode Counter Mode- Choosing a iBher Mode- Interleaving- Block Ciphers versus Stream Ciphe
Choosing an Algorithm PublicKey Cryptography versus Symmetric CryptograpBncrypting Communication
ChannelsEncrypting Data for Storagélardware Encryption versus Software EnciyptiCompression, Encodin
and Encryption Detecting Encryptioq Hiding and Destroying Information.

UNITC Il | Cryptographic Algorithms | Hours: 09

Information Theory- Complexity Theory Number Theory- Factoring- Prime Number Generation Discrete
Logarithms in a Finite Fieldata Encryption Standard (DE3)ucifer- Madryga- NewDES GOST;, 3 Wayc Crab
¢ RC5 Double Encryption Triple Engyption - CDMF Key ShorteningVhitening.

UNITG IV | Cryptographic Algorithms Design | Hours: 09

PseudeRandomSequence Generators and Stream CiphleRC4- SEAL: Feedback with Carry Shift Register
Stream Ciphers Using FCSRnlinearFeedback Shift RegistersSystemTheoretic Approach to Strea@ipher
Design- ComplexityTheoretic Approach to Strea@ipher Design N-Hash- MD4 - MD5 - MD2 - Secure Hasl
Algorithm (SHA} OneWay Hash Functions Using Symmetric Block Alftgosi- Using Publi&ey Algorithms
Message Authentication Codes.

UNITC V | Cryptographic Algorithms Application | Hours: 09

RSA- PohligHellman- McEliece- Elliptic Curve CryptosystemBigital Signature Algorithm (DSAostDigital
Signature Algorithm Discrete Logarithm Signature Schenggdngchnorr- Shamir-Cellular Automata FeigeFiat
Shamir -GuillouQuisquater- Diffie-Hellman - Stationto-Station Protocol{ K I Y A NIRass ©ritots $8M
SecretKey Management Ptocol - MITRENETKerberos IBM Common Cryptographic Architecture.

Mini Project | | Hours: 30

The students need to form in teams with maximum 3 students and carry out the mini project. Each team
take a real world security issues or problem. They have to analyze, design and solve the problghessiitgble
cryptographic protocols and algthms.

Total contact Hours: 45 | Total Tutorials:- | Total Practical Classes: 30 | Total Hours: 75

Text Books:

1. Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in C, John Wiley
Inc, 2 Edition, 2007.

Reference Books:

1. Wenbo Mao, Modern Cryptography Theory and Practice, Pearson Education, 2004
2. Atul Kahate, Cryptography and Network Security, Tata McGrew Hill, 2003.




3. William Stallings, Cryptography and Network Security, 3rd Edition, Pearson Education, 2003.

Websites:

1. http://cacr.uwaterloo.ca/hac/l
2. www.inderscience.com/jhome.php?jcode=IJACT




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester Two Category LB

: . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS169 Information Security Ladvatory g Il - - 3 2 60 40 | 100

Prerequisite -

1 To gain a hands on experience of security design, analysis and testisg

Objectives 1 To asses and implement web application witformation security
On successful completion of the course, students will be able to:
1 Design solution for to solve specified problems
Outcomes Analyze and Design security solutions to problems in applications and network layé

1
9 calculate the strengtlof the generated password
9 asses and implement web application with Information security

Cyclec | | Hours: 15

1. Any Four programs related to concern electives offered in this semester need to be implemented.
2. The following exercises have to be implementesihg various software tools/utilities.
i. Passive Information Gathering
a. IP Address and Domain ldentification of log entries
b. Information Gathering of a web site
c. Banner Grabbing
ii. Detecting Live Systems
a. Port Scanning
b. Passive Fingerprinting
c. Active Fingerprinting
iii. Enumerating Systems
a. SNMP Enumeration
b. Enumerating Routing Protocols
iv. Automated Attack and Penetration Tools
a. Vulnerability Assessment Tool
v. Defeating Malware
a. Building Trojans, Rootkit Hunter
b. Finding malware
vi. Securing Wireless Systems
a. Scan WAPs
vii. Network analysis
a. Analyze your network using any tool
b. Find the Vulnerabilities present in your Network
c. Perform Penetration Testing on your network
d. Implement Preactive and Reactivaeasures to secure your network

Cycleg Il \ | Hours: 30

3. Setting up the local security policy

4. Develop a web application with secure database using any hashing algorithm

5. Program to generate Password automatically which is easy to remember and calculateethgth the
generated password

6. Develop a web application and perform penetration testing to detect the vulnerabilities present in it.

7. Suggest and implement measures to overcome the vulnerabilities identifiexkirtise 4

Total contact Hours: | Total Tutorials:- | Total Practical Classes: 45| Total Hours: 45




Department :Computer Science and Engineering | Programme M.Tech. (Information Security)

Semester Two Category PR
. . Hours/week Credit | Maximum marks
Subject code | Subject 3 T S C CA SE | ™
Research Methodology - - 3 1 100 0 100

Prerequisite -

Objectives E

To educate students to methods of selection of research problems
To expose students to different research methods

Outcomes

1 Students will be capable to identify and narrow down to the area of research on the
the requirements of industrial and global requirements

1 Students will exhibit the domain skill to choose suitable research methods to ex
research effectively

1 Sudents will possess knowledge to further their academic program, namely,
program.

Definition of research: Researchg Definition; Concept of Construct, Postulate, Proposition, Th¢
Hypothesis, Law, Principle. Definition and Dimension of a ThEangtions and Characteristics; Types
Theory: General Theory and Particular/ Empirical Theory. Cases and their Limitations; Causal R
Philosophy and validity of research. Objective of research.
Characteristics of research/arious functions thatlescribe characteristics of research such as system
valid, verifiable, empirical and critical approach.

Types of researchPure and applied research. Descriptive and explanatory research. Qualitativ
guantitative approaches.

Research procedureFamulating the Research Problem, Literature Review, Developing the objec
Preparing the research design including sample. Design, Sample size.
Considerations in selecting research probleRelevance, interest, available data, choice of data, And
of data, Generalization and interpretation of analysis.

Outcome of researchSignificance of report writing Layouts of the research repogtTypes of reports;
Oral presentation¢ Mechanics of writing research repogt Precautions for writing research refs ¢
Plagiarism and copy right violatigrPatent writing and filing.

Total contact hours: Total tutorials: - ‘ Total practical classes:15

Total hours: 15

Reference books:

1. Dawson, Catherind®ractical Research MethoddBS Publishers and Distributors, New Delhi, 2002
2. Kothari, C.RResearch Methodologiethods and Technique®Viley Eastern Limited, New Delhi, 1985.
3. Kumar, RanijitResearch Methodology, A Stby-Step Guide for Beginner@nd.ed), Pearson Education,

Singapore, 2005.




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester Three Category PR

. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS170 Project WorkPhase 1) - - - 9 150 | 150 | 300

Prerequisite -

1 To expose students with projeproduct development cycle usy stateof-art
technologies

1 To understand the Product Delopment Cycle through Project
9 To plan for various activities of the project

Objectives

On successful completion of the course, the students will be able to:
1 Able to State problendefinition clearly

Outcome 1 Prepare SRS for projects and develop design

1 Exposure to Learning and knowledge access techniques using Conferences, J
papers andgarticipation in research activities

PHASE | \

The student is required to do the following:

1. Select a Research Problem.
Conduct a Survey in the chosen area.
Perform a feasibility study.
Study the limitations of the Existing System.
Define the Problenstatement and Objectives.
Choose the Research Methodology.
Finalize the Experimental Environment.
Choose the evaluation parameters.
. Implement the Existing System.
10 Document the outcome of Phase I.

©CONOOA~WN

Total contact Hours: | Total Tutorials: | Total PracticaClasses: | Total Hours:




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester  Four Category PR

. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CS171 Project Work (Phase II) - - - 14 200 | 200 | 400

Prerequisite -

1 To encourage and expose students for participation in National/ Internatipapker
Objectives presentation activities
1 Acquire in depth working knowledge in the chosen areproblem

On successful completion of the course, the students will be able to:
1 Acquire knowledge and skills needed for the construction of higbiftyvare project
1 Enhance the technical presentation skills
9 Inculcate the practice of publishing @onferences and Journal

Outcomes

PHASE I \

The student is required to do the following:

High level Design of the Proposed Solution.

Detailed Design of the Proposed Solution.
Implementation of the Proposed Solution.
Comparison of the performance with tlexisting system
5. Document the results in the Project Report.
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Total contact Hours: | Total Tutorials: | Total Practical Classes: | Total Hours:




SYLLABUS (Elective Subjects)




Department :ComputerScience and Engineering Programme M.Tech. (Information Security)

Semester Category TY

. . Hours / Week Credit Maximum Marks
SubjectCode | Subject 3 T S C CA T SET ™
CSE67 Internals of Operating System 3 1 - 4 40 60 | 100

Prerequisite -

To identify the necessity of various sub systems in UNIX operating system.

To analyze the mechanism of process communication and the differences i
organization of Unix and Windows operating systems

9 To design various data structures neededlevelop an operating system

1
Objectives T

On successful completion of the course, the students will be able to:
1 Explain the components in Unix and Windows operating system

Outcomes 1 Use the system calls whenever they are necessary

1 Know the storage of information aystem usage and other information in Windows
system and develop the algorithms to perform kernel functions

UNITG Buffer cache and File sufystem | Hours: 09

Introduction to Kernel- Architecture of the UNIX operating system, System concepts, Data structures.
Cache: Buffer header, Structure of Buffer pool, Reading and writing disk blocks. Files INODES, Structure o
file, Directories, Super blkcInode assignment.

UNITG II | System Calls and Process ssystem | Hours: 09

System calls OPEN, Read, Close, Write, Create, CHMOD, CHOWN, Pipes, Mounting and Unniroc8sg.
Layout the system memory, Context, Process control, process cresitijprals, Process scheduling, time, clock.

UNITg I | Inter-Process Communications | Hours: 09

Inter-Process Communications Process tracing, System V IPC, Shared Memory, Semaphores. N
Communications- Socket programming: Sockets, descriptof@onnections, Socket elements, Stream ¢
Datagram Sockets.

UNITG IV | Windows System Components | Hours: 09

Windows Operating systerversions, Concepts and tools, Windows internals, System Architecture, Require
and design goals, Operating systemdel, Architecture overview, Key system components. System mechan
Trap dispatching, object manager, Synchronization, System worker threads, Windows global flags, Local p
calls, Kernel event tracing.

UNIT¢V \ Registry and Process Management \ Hours: 09

Windows Management MechanismsThe registry, Registry usage, Registry data types, Local structure, T
shooting Registry problems, Registry Internals, Services, Applications, Accounts, Service control N
Windows Managemeninstrumentation, Processes, Threads, and Jobs: Process Internals, Flow of create
Thread Internals, Examining Thread creation, Thread Scheduling, Job Objects.

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. Maurice J. Bach, The Design of the Unix Operating System, Prentice Hall of India, 1991
2. Mark E. Russinovich and David A. Solomon, Microsoft® Windows® Internals, Microsoft Press, 2004

Reference Books:
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Websites:

1. https://technet.microsoft.com/enin/sysinternals/bb963901.aspx
https://social.microsoft.com/Forums/etus/home?category=windowsacademic
https://www.gnu.org/

http://www.linux.com/directory/Distributions/desktop
http://www.ubuntu.com/download

https://www.suse.com/downloaéinux/

oA wWN




Department :Computer Science and Engineering Programme M.Tech. (Information Security)

Semester Category TY

: . Hours / Week Credit Maximum Marks

SubjectCode | Subject 3 T S C CA T SET ™

CSE68 Distributed System Security 3 1 - 4 40 60 | 100

Prerequisite -

1 To understand the various threats, vulnerabilities, solutions and security standar
each layer®f distributed systems

Objectives 1 To understand the secure software development lifecycle process for distril
systems
On successful completion of the course students will be able to:
Outcomes 1 Structure and design the distributed systems using multiple levels of security

1 Have knowledge on the threats, vulnerabilites and solution at various levg
distributed systems

UNITG | Hours: 09
Introduction: ¢ Distributed Systems, Distributeflystems Security. Security in Engineering: Secure Develoy
Lifecycle ProcessesA Typical Security Engineering ProcesSecurity Engineering Guidelines and Resour
Common Security Issuesdaiechnologies: Security Issuggommon Security Techniques.

UNITC Il \ | Hours: 09
Hostlevel Threats and Vulnerabilities: Transient code VulnerabilitiBesident Code VulnerabilitiesMalware:
Trojan Horse; Spyware- Worms/Viruses; Eavesdropping Job Faults Resource StarvationOverflow- Privilege
Escalation- Injection Attacks. Infrastructureevel Threats and Vulnerabilities: Netwdr&gvel Threats an
Vulnerabilities- Grid Computing Threats and VulnerabilitesStorage Threats and VulnerabilitiesOverview of
Infrastrudure Threats and Vulnerabilities.

UNITG Il \ | Hours: 09
ApplicationLevel Threats and Vulnerabilities: Applicatlaayer Vulnerabilitiesinjection Vulnerabilities Cross

Site Scripting (X$SImproper Session Managementmproper Error Handling Improper Use of Cryptography,

Insecure Configuration Issue®enial of ServiceCanonical Representation Flaw®©verflow Issues. Servitevel

Threats and Vulnerabilities: SOA and Role ohdgteds - ServiceLevel Security RequirementsServicelevel

Threats and VulnerabilitiesServicelLevel Attacks Services Threat Profile.

UNITG IV \ | Hours: 09

HostLevel Solutions: Sandboxigd/irtualization- Resource ManagementProofCarrying CodeMemory Firewall

¢ Antimalware. Infrastructurdevel Solutions: Networkevel Solutions GridLevel Solutions StoragelLevel

Solutions. Applicatichevel Solutions: Applicatidrevel Security Solutions.

UNITQ V \ | Hours: 09

ServicelLevel Solutions: Services Security Pol8BpA Security Standards Stgcistandards in DeptDeployment

Architectures for SOA Security Managing Servickevel Threatss Compliance in Financial ServicesSOX

Compliance- SOX Security SolutiorsMultilevel PolicyDriven Solution Architecture Case Study: Grid The

Financial Application Security Requirements Analysis. Future Directio@$oud Computing Security Security

Applianceg; Usercentric Identity Managemenrtdentity-Based Encryjmn (IBE} Virtualization in Host Security.

Total contact Hours: 45 | Total Tutorials: 15 | Total Practical Classes: | Total Hours: 60

Text Books:

1. Abhijit Belapurkar Anirban Chakrabarti Harigopal Ponnapalli Niranjan Varadarajan Srinivas
Padmanabhunand Srikanth SundarrajarDistrituted Systems Security: Issues, Processes and Solutio
Wiley Pubilications, First Edition, 2009.
Reference Books:
1. Yang XiaandYi PanSecurityin Distributed and Networking Systems, World Scientific, 2007.
2. Rachid Guerraowind Franck PetitStabilization, Safety, and SecuifyDistributed Systems, Springer,
2010.
Websites:
1. http://arxiv.org/ftp/arxivipapers/1211/1211.2032.pdf
2. http://lwww.sans.org/readingroom/whitepapers/application/distributeesystemssecurityjava-corba
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http://www.amazon.com/s/ref=ntt_athr_dp_sr_1?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Abhijit%20Belapurkar
http://www.amazon.com/s/ref=ntt_athr_dp_sr_2?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Anirban%20Chakrabarti
http://www.amazon.com/s/ref=ntt_athr_dp_sr_3?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Harigopal%20Ponnapalli
http://www.amazon.com/s/ref=ntt_athr_dp_sr_4?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Niranjan%20Varadarajan
http://www.amazon.com/s/ref=ntt_athr_dp_sr_5?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Srinivas%20Padmanabhuni
http://www.amazon.com/s/ref=ntt_athr_dp_sr_5?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Srinivas%20Padmanabhuni
http://www.amazon.com/s/ref=ntt_athr_dp_sr_6?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Srikanth%20Sundarrajan
http://www.flipkart.com/author/yang-xiao/
http://www.flipkart.com/author/yi-pan/
http://www.flipkart.com/author/rachid-guerraoui/
http://www.flipkart.com/author/franck-petit/




